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Motivation www.tugraz.at

Reduce area overhead compared to dedicated co-processors

Select versatile building block
e Usable for authenticated encryption, hashing, PRNG,...

Versatile building block AsCcoN-p
e Used by ASCON and IsAp

Accelerator with ISAP mode

e AEAD with hardening against implementation attacks
e Desired feature in NIST LWC competition

e Covers both power analysis and fault attacks

e No need for protected hardware building blocks
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Background - Ascon www.tugraz.at

e Sponge-based AEAD scheme

e First choice in CAESAR's lightweight category
e Also competes in NIST LWC competition

e 320-bit state in 5 x 64 bit lanes

e Rate of 64 or 128 bits

e Permutation function ASCON-p

e Authenticated encryption, hashing, PRNG
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Ascon Encryption www.tugraz.at

e ASCON-p is called in p? = 12 and p® = 6 or 8 times

e Hashing works in a similar manner
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e Mode for authenticated encryption

e Mode-level hardening against various physical
attacks

e DPA, DFA, SFA, SIFA
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Background - Isap

e Mode for authenticated encryption

e Mode-level hardening against various physical
attacks
e DPA, DFA, SFA, SIFA

e Two-pass scheme
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e Transforms state in 3 steps:

e Round constant addition

Stefan Steinegger — CARDIS 2020, 19th Smart Card Research and Advanced Application Conference



www.tugraz.at

e Transforms state in 3 steps:

e Round constant addition
e Substitution layer

Stefan Steinegger — CARDIS 2020, 19th Smart Card Research and Advanced Application Conference



www.tugraz.at

e Transforms state in 3 steps:

e Round constant addition
e Substitution layer
e Linear layer

Stefan Steinegger — CARDIS 2020, 19th Smart Card Research and Advanced Application Conference



www.tugraz.at

e Transforms state in 3 steps:
e Round constant addition
e Substitution layer
e Linear layer
e Versatile and flexible:
e IsAP-A-1284, Isap-A-128
e AscoON, AscoN-HasH, ASCON-XOF
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Building an Accelerator www.tugraz.at

e Typically co-processor designs

e Loosely coupled and connected over a bus (e.g. AXI)
e Internal sets of registers (more area)
e Great for lots of processing on very little data
e Less flexible
e Qur approach:
e Reuse parts of register file, implement only comb. logic of ASCON-p
e 320-bits — ten 32 bit or five 64 bit registers
e ARMv7 and RISC-V RV32E: 16 registers
e State fits in CPU registers (less area)
e Integrate tightly as new custom instruction
e Mode remains entirely in software
e Basic building block for AScoN and IsAp
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Building an Accelerator cont. U A

e Add AscoN-p on RI5CY/CV32E40P core
e 32-bit RISC-V CPU implementing RV32IM[F]C ISA

e 32 general purpose registers
e Additional instructions for DSP
e 4-stage pipeline
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Building an Accelerator cont. U A

e Add AscoN-p on RI5CY/CV32E40P core
e 32-bit RISC-V CPU implementing RV32IM[F]C ISA
e 32 general purpose registers
e Additional instructions for DSP
e 4-stage pipeline
e Necessary changes:
e Instruction encoding
e Register file adaptations
e Decode stage adaptations
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Instruction Encoding www.tugraz.at

e |-type instruction
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Instruction Encoding www.tugraz.at

e |-type instruction
e 12-bit Immediate encodes

e Round Constant (8 bit)
e Number of rounds (3 bit)
e Endianess (1 bit)

31 2019 15 14 12 11 76 0

Ascon-p |ENDIANNESS|ROUNDS|ROUND_CONSTANT| 00000 | 011 | 00000 | 0001011 Ox__0300B

immediate rsl funct3 rd opcode
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e ASCON-p requires ten 32-bit registers
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Register File Adaptations S A P

e ASCON-p requires ten 32-bit registers
e Solution:

e Dynamic register selection not strictly needed
e Define fixed subset as ASCON-p registers
e Toggle between r/w port and accelerator

e Each ASCON-p 64-bit lanes split to two registers
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Register File Layout www.tugraz.at

x0

x1-11

x12
x13
x14
x15
x16
x17

x18-27

1
x28 Lane3 b
x29

x31

p
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e Add instruction to decoder
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Add instruction to decoder

Add single cycle ASCON-p accelerator

ASCON-p instruction:

e Enables accelerator
e Toggles register inputs to accelerator output

Limitations:

e ALU and load-store unit forward results to next instruction
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Decode Stage Adaptations www.tugraz.at

Add instruction to decoder

Add single cycle ASCON-p accelerator

ASCON-p instruction:

e Enables accelerator
e Toggles register inputs to accelerator output

Limitations:

e ALU and load-store unit forward results to next instruction
e — ASCON-p registers must not be altered the cycle before
e — ASCON-p registers must not be loaded to two cycles before

Stefan Steinegger — CARDIS 2020, 19th Smart Card Research and Advanced Application Conference
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ROM RAM
il 1111l
RAM/ROM
Instruction Interface Arbiter Data Interface

RI5CY- core

Stefan Steinegger — CARDIS 2020, 19th Smart Card Research and Advanced Application Conference



Ascon Loop

e Main data processing loop

Code 1 Encrypt Block Loop

1: <encrypt_block start>:
1w t1,0(t0)

1w s1,4(t0)

xor a2,a2,tl

xor a3,a3,sl

sw a2,0(s8)

sw a3,4(s8)

ASCON-P (ROUND_CONSTANT)

. 6-times

14: addi t0,t0,8
15: addi s8,s8,8
16: bgeu t2,t0, <encrypt_block_start>

Stefan Steinegger — CARDIS 2020,

www.tugraz.at
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Performance www.tugraz.at

Table 1: RISC-V RI5CY: Runtime and code size comparison of ASCON and IsAP,
with/without 1-round ASCON-p hardware acceleration (HW-4)

Cycles/Byte
Implementations Binary Size (B)
64 B 1536 B long
Ascon-C (-03) 164.3 110.6 108.3 11716
Ascon-C (-0s) 269.7 187.1 183.5 2104
Ascon-ASM + HW-A 4.2 2.2 2.1 888
AsconHash-ASM + HW-A 4.6 2.6 25 484
ISAP-A-128a-C (-03) 1184.3 386.9 352.3 11052
ISAP-A-128a-ASM + HW-A 29.1 5.2 4.2 1844
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Table 2: Area comparison of the RISC-V RI5CY core and various co-processor designs

kGE
Design
Standalone Integration

RI5CY base design 45.6 -
This work 4.2 0.5
ASCON co-processor [Gro+15] 7.1 ?
ASCON co-processor [Gro] 9.4 ?
ISAP co-processor (estimated) [Dob+19] <1238 ?
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Effect on Simple Power Analysis (SPA) www.tugraz.at

e IsAP offers protection/hardening against DPA, DFA, SFA, SIFA

e See specification for details
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SPA is possible but limited by highly parallel computation in the accelerator

With accelerator state setup most lucrative target.

Localized EM analysis could allow successful SPA
e Add e.g. shuffling

Stefan Steinegger — CARDIS 2020, 19th Smart Card Research and Advanced Application Conference



Effect on Simple Power Analysis (SPA) www.tugraz.at

e IsAP offers protection/hardening against DPA, DFA, SFA, SIFA
e See specification for details
e SPA is possible but limited by highly parallel computation in the accelerator
e With accelerator state setup most lucrative target.
e Localized EM analysis could allow successful SPA
e Add e.g. shuffling
e Analyzed in detail in the paper
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e ASCON-p presents a versatile building block
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e ASCON-p presents a versatile building block
e Acceleration of one block can be used for a broad range of cryptographic
primitives

e With and without implementation security
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Final Remal’ks www.tugraz.at

e ASCON-p presents a versatile building block
e Acceleration of one block can be used for a broad range of cryptographic
primitives
e With and without implementation security
e One can get more performance *AND* better protection from implementation
attacks.
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