Introduction Measurement setup Common detection/evaluation tools Architecture inference Attacks Conclusion

On the Security of Off-the-Shelf
Microcontrollers :
Hardware is not enough

Balazs Udvarhelyi, Antoine van Wassenhove, Olivier Bronchain,

Francois-Xavier Standaert

UCL Crypto Group

%@ B UCLouvain

Balazs Udvarhelyi On the Security of Off-the-Shelf Microcontrollers

1/29



Introduction Measurement setup Common detection/evaluation tools Architecture inference Attacks Conclusion

Content

Introduction

Measurement setup

Common detection/evaluation tools
Architecture inference

Attacks

Conclusion

Balazs Udvarhelyi On the Security of Off-the-Shelf Microcontrollers 2/29



Introduction Measurement setup Common detection/evaluation tools Architecture inference Attacks Conclusion

Introduction

Side-channel attacks in academia:
» Mostly well understood and controlled environments

Attacks on real world targets are more sporadic:
» SIM cards [ZYSQ13, LYS'15]
» Xilinx bitstream [MKP12, MS16]
» Smart lamps [RSWO17]
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Introduction

Reccuring in published black-box evaluations:
1. Heavy reverse engineering effort needed.
2. With sufficient understanding, attacks are relatively easy.

Research question : How much does obscurity help for unprotected
hardware co-processors?
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Introduction

How much does obscurity help for unprotected hardware co-processors?

1. Case study with two AES-128 coprocessors (from ST & NXP).

2. Simple attack vectors can be exhibited with limited initial
understanding of their architecture.

3. Using mostly standard tools and some slightly less standard ones:
one-hot TVLA and CWT.
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Measurement setup

Target caracteristics:

» NXP Kinetis K82 » STM 32 L4 Series
» ARM Cortex-M4 » ARM Cortex-M4
» LP Trusted Cryptography core » AES peripheral

» SCA countermeasure? » No countermeasure

NXP Reference manual excerpt:
The DPA Mask Seed Register is used to reseed the mask that provides resistance against
Differential Power Analysis attacks on AES keys.
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Measurement setup

» Picoscope 5000 series

» 500 [MSamples/s], 8-bit

» H-field probe

» 10K shunt resistor

» MCU clock at 8MHz,80MHz and 100MHz
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Detection tools overview

Non-specific t-test Specific tests (e.g. SNR)
» Small number of classes » Using all classes to
to estimate estimate
» Faster leakage detection » POI detection is possible

Best of both worlds :
» Low number of classes to estimate
» While remaining specific

Some examples:

» Semi-fixed-vs-random t-test: Becomes more specific as the # of classes
increases and model dependent

» We use the One-hot TVLA
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One-hot TVLA

» Specific at some point, non-specific elsewhere with 2 classes/byte

» 16 well chosen fixed-vs-fixed t-tests
» Single byte difference in the first round of the AES
» Specific for first AES round

» 17 sets of traces
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One-hot TVLA and SNR combination

Comparison to other tools :

One-hot TVLA Signal to Noise Ratio
» POls can be identified » SNR peaks have quantitative value
» Low memory needs » 256 classes to estimate per byte
» Some false negatives » Higher sampling complexity

One-hot TVLA and SNR complement each other
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One-hot TVLA on NXP Kinetis

Exemplary t-test for byte 4
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One-hot TVLA on NXP Kinetis

Exemplary t-test for byte 4

Plaintext loading
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One-hot TVLA on NXP Kinetis

Exemplary t-test for byte 4

Plaintext loading
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One-hot TVLA on NXP Kinetis

Exemplary t-test for byte 4
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One-hot TVLA on NXP Kinetis

Exemplary t-test for byte 4
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The t-test is indeed specific for the first round, and non-specific afterwards.
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SNR on NXP Kinetis
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» Every byte is detected
» 1 cycle per byte
» EM leakage is more precise in time
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NXP Kinetis Architecture

SNR on the first and second round:
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Conclusions :
» 16 Sboxes identified
» 1 cycle for each Sbox
» Serialized on 8-bit Sboxes
» Other operations parallel to Sboxes
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Attack strategies

cwT SNRin w_avelet
domain

Measured traces . .
Architecture inference
SNR in time

domain

POl selection

Pre-processing EAttacks

» 2 attacks : CPA and Template attack

» Both TA and CPA are showed with profiled leakage model
» HW and HD CPA attacks were tested

» Successful
» Outperformed by profiled attacks
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Attack results on NXP Kinetis

Conclusion

Device 232 key rank Full key recovery
CPA TA CPA TA

EM 27800 5200 N.A. 27400
EM with CWT 3800 2400 7400 8800

NXP 8MHz Power 6400 2000 15600 6200
Power with CWT 12600 1200 27600 5400
EM 26000 N.A. N.A. N.A.
EM with CWT 4200 4400 11000 26600

NXP 100MHz 5 ver NA.  NA  NA NA
Power with CWT 10000 N.A. N.A. N.A.
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Attack results on STM 32 1.4

Conclusion

Device 232 key rank  Full key recovery
CPA TA CPA TA

EM 16800 N.A. N.A. N.A.
EM with CWT 3800 N.A. 11000 N.A.

STM32 8MHz 5 e 4200 N.A. 17400 N.A.
Power with CWT 1800 38000 5400 N.A.
EM 30000 N.A. N.A. N.A.
EM with CWT 2200 N.A. 7200  N.A.

STM32 80MHz o\ er 1600 N.A. 7400 N.A.
Power with CWT 1600 N.A. 6200 N.A.
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Discussion : Attack strategies

Attacks, Template vs CPA:
» Best results obtained with CPA
» Device dependent
» Multiple dimensions of the TA — higher profiling effort
» TA should at least reach efficiency of CPA with more profiling effort
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Discussion : Attack strategies

Attacks, Template vs CPA:
» Best results obtained with CPA
» Device dependent
» Multiple dimensions of the TA — higher profiling effort
» TA should at least reach efficiency of CPA with more profiling effort

Continuous wavelet transform:

» Almost always improving attacks for our setup
» Higher gain for EM attacks
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Discussion : Targets

Clock speed:
» Impact of higher clock speed:
> Slightly harder for NXP
» No particular effect on STM

» No particular challenge at these clock speeds
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Discussion : Targets

Clock speed:
» Impact of higher clock speed:

> Slightly harder for NXP
» No particular effect on STM

» No particular challenge at these clock speeds

NXP Countermeasure:
» Multiple tests performed
» No noticeable difference in attack results
» Confirmed by independent teams
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Conclusion

» Obscurity did not prevent side-channel attacks

» Yet attacks are also non trivial and require more than 1000 traces to
succeed

» Natural direction is to investigate their integration into
leakage-resilient modes of operation [BBC*20, USS™20]
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Thank you!
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